COMMONWORD
CONFIDENTIALITY AND DATA PROTECTION POLICY
This document describes Commonword’s policy on data protection, and employees’ responsibilities for the safeguarding of confidential information held both electronically and on paper based records.
This policy applies to all staff, freelance workers, volunteers and Board members of Commonword in line with the Commonword’s Equal Opportunities Policy.

The Data Protection Act 1998 provides controls on the handling of personal identifiable information for all living individuals. Central to the Act is compliance with the eight data protection principles designed to protect the rights of individuals about whom personal data is processed whether an electronic or paper record.  
The Common Law Duty of Confidentiality prohibits use and disclosure of information provided in confidence unless there is a statutory or court order requirement to do so. Such information may be disclosed only for purposes that the subject has been informed about and has consented to, provided also that there are no statutory restrictions on disclosure. This duty is not absolute, but should only be overridden if the holder of the information can justify disclosure as being in the public interest, for example to protect the vital interests of the data subjects or another person, or for the prevention or detection of a serious crime.

Commonword’s procedures
Clients
Commonword holds information on clients for the purpose of monitoring the use of its service, to provide information and reports to funders, and to inform its continuing support of individual clients.

Staff are required not to enter any confidential information about clients on electronic systems.   Confidential information which is obtained through one-to-one sessions or in other situations can only be recorded on paper monitoring forms, which must be securely filed in a locked filing cabinet.     Commonword will usually securely destroy confidential records after a period of three years.
Any information which Commonword uses in support of funding applications or for reports for funders must be anonymised.

Staff must at all times treat sensitive information given to them by clients as completely confidential.  It can be shared, if appropriate, at team meetings or in supervision if this ensures that Commonword is better able to offer a quality service to the client. Any information shared in this way must be completely confidential to Commonword and not divulged to any other organisation unless this is with the consent of the client or there are circumstances which meet the exceptions under the common law duty of confidentiality.    

Any communications, including telephone conversations and electronic communications, must be conducted in a confidential manner.
Confidential information must not be disclosed without the client’s consent unless there is prior authorisation by the Chief Executive in consultation with a member of the Board. The circumstances in which information may be disclosed are rare but would include the following:
· Where there is a significant risk to the client or to others as a consequence of the client’s actions or potential actions, for example actual or threatened child abuse or abuse of a vulnerable adult;
· Where there is a serious threat to a member of the Commonword staff;
· In other exceptional circumstances, based on professional consideration and consultation.

In all circumstances when considering disclosure the following principles must be taken into account:
· The principle of proportionality

· The principle of the equal consideration of interests

Any breaches of these procedures will potentially be regarded as serious misconduct and as such may result in disciplinary action.
The Chief Executive is responsible for making sure that staff understand and adhere to this policy, and that information is kept securely and only used appropriately.

Staff, volunteers and Board members
Commonword keeps personnel files for each member of staff, volunteer and Board member.  All records are filed in a locked filing cabinet in the Commonword office.
The following information is kept:

· Details relating to staff member’s recruitment and employment.
· A central record of CRB checks of staff, volunteers and Board members. 
· Basic personal information of all Board members for the purposes of Company House records. 
APPENDIX A

Data Protection Act 1998 – A Summary

Data protection laws exist to strike a balance between the rights of individuals to privacy and the ability of organisations to use data for legitimate business purposes.

The Data Protection Act 1998 which came into force on 1st March 2000 is concerned with "personal data" about living, identifiable individuals which is "automatically processed or manually stored as part of a relevant filing system or accessible record”. It need not be particularly sensitive information, indeed it can be as little as name and address.

The Act works in two ways, giving individuals certain rights whilst requiring those who record and use personal information certain responsibilities. The Act incorporates 8 data protection principles which are binding for all organisations processing data.
All Staff are required to abide by the 8 principles of the Data Protection Act:

1. Personal data shall be processed fairly and lawfully

2. Personal data shall be obtained only for one or more specified and lawful purposes

3. Personal data shall be adequate, relevant and not excessive

4. Personal data shall be accurate and kept up to date

5. Personal data processed for any purpose must not be kept longer than necessary

6. Personal data shall be processed in accordance with the rights of data subjects under this Act

7. Appropriate technical and organisational measures shall be taken to prevent the unauthorised or unlawful processing of personal data and against accidental loss or destruction

8. Personal data shall not be transferred to a country outside the European Economic Area unless that country can ensure adequate level of protection.

Everyone in the workplace has a legal duty to protect the privacy of information about individuals.
The rights of da
The Act gives seven rights to individuals, they are:

· right of subject access (e.g. to see or have a copy of your records or staff files)

· right to prevent processing likely to cause damage or distress

· right to prevent processing for the purposes of direct marketing

· rights in relation to automated decision taking

· right to take action for compensation if the individual suffers damage

· right to take action to correct, block, erase or destroy inaccurate data

· right to make a request to the Information Commissioner for an assessment to be made as to whether any provision of the Act has been contravened

APPENDIX B

Data Protection Act 1998 - The First Principles
Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless:-

a) at least one of the conditions in Schedule 2 is met, and

b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met.

Schedule 2 conditions

At least one of the following conditions must be met in the case of all processing of personal data (except where a relevant exemption applies):
· The data subject has given their consent.

· For the performance of a contract to which the data subject is a party, or for the taking of steps at the request of the data subject with a view to entering into a contract.

· The processing is necessary to comply with any legal obligation to which the data controller is subject, other than an obligation imposed by contract.

· The process is necessary to protect the vital interests of the data subject.

· For the exercise of any other functions of a public nature exercised in the public interest.

· To pursue legitimate interests of the controller unless prejudicial to interests of the data subject.

Schedule 3 conditions for Processing Sensitive Data

· The data subject has given their explicit consent to the processing of the personal data.

· To comply with employers legal duty.

· In order to protect the vital interests of the data subject or another person, in a case where:-

· Consent cannot be given by or on behalf of the data subject, or

· The data controller cannot reasonably be expected to obtain the consent of the data subject, or

· In order to protect the vital interests of another person, in a case where consent by or on behalf of the data subject has been unreasonably withheld.

· The processing is carried out in the course of its legitimate activities by any body or association which exists for political, philosophical, religious or trade-union purposes, and which is not established or conducted for profit, and is carried out with appropriate safeguards for the rights and freedoms of data subjects, and does not involve disclosure of the personal data to a third party without the consent of the data subject.

· The information contained in the personal data has been made public as a result of steps deliberately taken by the data subject.

· The processing is necessary for the purpose of, or in connection with, any legal proceedings (including prospective legal proceedings).

· The processing is necessary for the purpose of obtaining legal advice, or

· The processing is otherwise necessary for the purposes of establishing, exercising or defending legal rights.

· The processing is necessary for medical purposes (including the purposes of preventative medicine, medical diagnosis, medical research, the provision of care and treatment and the management of healthcare services) and is undertaken by a health professional (as defined in the Act), or a person who owes a duty of confidentiality which is equivalent to that which would arise if that person were a health professional.

· The processing is of sensitive personal data consisting of information as to racial or ethnic origin, and the processing is necessary for the purpose of identifying or keeping under review the existence or absence of equality enabling such equality to be promoted or maintained, and the processing is carried out with the appropriate safeguards for the rights and freedoms of data subjects. The Secretary of State may by order, specify circumstances in which such processing is, or is not, to be taken to be carried out with the appropriate safeguards for the rights and freedoms of data subjects.

Interpretation

Personal data is not to be treated as being processed fairly unless the data controller ensures, so far as practicable, that the data subject has, is provided with, or has made available to him at least:-

· The identify of the data controller;

· The purpose(s) for which data will be processed

· Any further information necessary.
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